
 

ICT and E-Safety Policy 
 

 
Introduction 
The following policy covers pertinent elements of emerging technologies in St Mary and St Thomas Aquinas 
Catholic School, focussing specifically on ICT Health and Safety, E safety and the implications of the Data 
Protection Act.  

ICT Health and Safety 

ICT offers a range of benefits for teaching and learning, but all computers and devices need to be used with 
care. The following guidance is provided the school to adhere to. Issues that contravene the following guidance 
are to be reported to the ICT co-ordinator and Senior Management Team. 

It is St Mary and St Thomas Aquinas School policy to ensure: 

General safe working 

• All electrical installations are carried out by a qualified electrician.  
• All equipment are of a reliable standard and are checked annually by qualified electricians.  
• No cabling  trailing on the floor.  
• That seating is suitable for the size of pupils using it.  
• That benching is sturdy enough to withstand the weight of the hardware and additional equipment stored 

on it.  
• That health and safety guidance is followed regarding the height, position and distance of monitors and 

keyboards from pupils when working.  
• If a portable data projector or computer device is in use that all leads are safely located, and that pupils 

don’t walk around the back of working areas which have cables.  
• If an interactive whiteboard is in use, that all children can reach it without stretching and provide 

necessary plinths to increase the height accordingly.  
• That when using data projectors or interactive whiteboards, that pupils never look directly into the beam 

of the projector. If presenting to the class and entering the beam, pupils should not look towards the 
audience for more than a few seconds, and ideally should keep their backs to the beam at all times.  

• Children should be supervised at all times during the operation of data projectors or interactive 
whiteboards. Ensure that pupils never look directly into the beam of the projector, and if presenting to 
the class and entering the beam, pupils should not look towards the audience for more than a few 
seconds. Ideally they should keep their backs to the beam at all times.  

• When working with programmable toys such as floor turtles, create a clearly defined working area; use 
markers or seating to define the work space to ensure that pupils do not accidentally fall over 
equipment. 

Working safely in the ICT suite 

• Fire exits must be kept clear at all times; do not allow them to be blocked by equipment or pupils’ bags.  
• If pupils are going to be seated for extended periods, that good-quality seating is provided which 

supports the back.  
• Seating should be height-adjustable so that monitors and keyboards are correctly positioned and pupils 

do not have to look up or down at the monitor for prolonged periods.  
• That there isn’t too much reflected light on monitor screens, making it difficult for pupils to see.  
• Pupils have room to make notes or use textbooks alongside the computer.  



 

• That the room temperature does not get too warm because computers are kept switched on for prolonged 
periods.  

Working safely in the classroom 

• Computers are located in areas where pupils can sit and work without distracting or disrupting others in 
the class.  

• Procedures for connecting peripherals (scanners, digital cameras, webcams, control technology 
equipment and monitoring equipment), adhere to school and local authority health and safety guidelines.  

• Additional equipment is situated where it will not cause a hazard such as trailing cables.  
• When using laptops, that they are located on firm desks or tables.  
• All electrical equipment is located away from water supplies, and that pupils have a sound knowledge of 

electrical safety.  
• Pupils shouldn’t take drinks to tables if they are working with electrical equipment such as cameras, 

videos, laptops, computers or data-logging equipment. 

E Safety 

The Internet is an essential element in 21st century life for education, business and social interaction. The 
school has a duty to provide pupils with quality Internet access as part of their learning experience.  Internet use 
is a part of the statutory curriculum and a necessary tool for staff and pupils. Internet use will enhance learning. 
However it is recognised that the Internet is a portal to the uncensored world outside and that measures need to 
be put in place to ensure that it is filtered accordingly for children. 
To ensure that this is the case St Mary and St Thomas Aquinas School will ensure that: 
Internet Access 
The school Internet access is filtered expressly for pupil use. 
Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use.  
Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge 
location, retrieval and evaluation.  
Managing Internet Access 

Information system security  
School ICT systems capacity and security will be reviewed regularly.  
Virus protection will be updated regularly. 
Security strategies will be discussed with the Local Authority. 
 

E-mail  
Pupils may only use approved e-mail accounts on the school system. 
Pupils immediately tell a teacher if they receive offensive or inappropriate e-mail. 
Pupils do not reveal personal details of themselves or others in e-mail communication, or arrange to meet 
anyone without specific permission. 
 
STAFF WILL NOT USE PERSONAL OR SCHOOL EMAIL TO CONTACT CHILDREN VIA EMAIL 
UNDER ANY CIRCUMSTANCES. ( If communication is necessary, the school MLE will be used.) 
E-mail sent to an external organisation will be written carefully and authorised before sending, in the same way 
as a letter written on school headed paper.  
The forwarding of chain letters is not permitted. 



 

Published content and the school web site 

The contact details on the Web site will be the school address, e-mail and telephone number. Staff or pupils’ 
personal information will not be published.  
The Headteacher and SMT will take overall editorial responsibility and ensure that content is accurate and 
appropriate.  

Publishing pupil’s images and work  
Pupils’ full names will not be used anywhere on the Web site or Blog, in association with photographs. 
Written permission from parents or carers will be obtained before photographs of pupils are published on the 
school Web site. 

Social networking and personal publishing 
The school will block access to social networking sites.   
Newsgroups will be blocked unless a specific use is approved. 
Pupils will be advised never to give out personal details of any kind which may identify them or their location.   
Pupils and parents will be advised that the use of social network spaces outside school is inappropriate for 
primary aged pupils. Staff should not encourage  / reply to any pupil on social media sites requesting them to be 
added as a ‘friend.’ 

Managing filtering 
The school will work with the LA, DfES and the Internet Service Provider to ensure systems to protect pupils 
are reviewed and improved. 
If staff or pupils discover an unsuitable site, it will be reported to the ICT Coordinator. 
Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are 
appropriate, effective and reasonable.  

Managing video-conferencing 
Pupils should ask permission from the teacher before making or answering a video-conference call. 
Video-conferencing will be appropriately supervised for the pupils’ age. 

Protecting personal data 
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 
1998. 

Policy Decisions 

Authorising Internet access 

The school will keep a record of all staff and pupils who are granted Internet access. The record will be kept 
 up-to-date, for instance a member of staff may leave or a pupil’s access be withdrawn.  
At Key Stage 1, access to the Internet will be by adult demonstration and directly supervised access to specific, 
approved on-line materials. 
Parents will be asked to sign and return a consent form.  



 

Assessing risks 
The school will take all reasonable precautions to ensure that users access only appropriate material. However, 
due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable 
material will never appear on a school computer. The school cannot accept liability for the material accessed, or 
any consequences of Internet access.   
The school will audit ICT provision to establish if the e-safety policy is adequate and that its implementation is 
effective.  

Handling e-safety complaints  
Complaints of Internet misuse will be dealt with by a senior member of staff. 
Any complaint about staff misuse must be referred to the Headteacher immediately. 
Complaints of a child protection nature must be dealt with in accordance with school child protection 
procedures.   
Pupils and parents will be informed of the complaints procedure. 
Discussions will be held with the Police Youth Crime Reduction Officer to establish procedures for handling 
potentially illegal issues as well as Safeguarding officer at the Diocese and LA. 
 
 
Communications Policy 

Introducing the e-safety policy to pupils 
E-safety rules will be posted and discussed with the pupils at the start of each appropriate unit of work.  
Pupils will be informed that network and Internet use will be monitored.  

Staff and the e-Safety policy  
All staff will be given the School e-Safety Policy and its importance explained and be asked to sign. 
Staff should be aware that Internet traffic can be monitored and traced to the individual user.  Discretion and 
professional conduct is essential.  

Enlisting parents’ support 
Parents’ attention will be drawn to the School e-Safety Policy in newsletters, the school brochure and on the 
school Web site. 
 
Roles and Responsibilities  

E-safety is recognised as an essential aspect of strategic leadership and the Headteacher, with the support of 
governors, will take a lead in embedding safe Internet practices into the culture of the school. 

The responsibility of Internet safety is designated to a member of the senior management team and ICT  

co-ordinator as E-safety co-ordinators.  

The implications of the Data Protection Act. 
 
St Mary and St Thomas Aquinas Catholic Primary School hold information on pupils and in doing so, will 
follow the requirements of the 1998 Data Protection Act. This means that data held about pupils will only be 
used for specific purposes that are allowed by the Act. The School recognises that rules regarding personal data 
also apply to employees, whether they are teaching or non-teaching staff. The School recognises that it is a 
‘data controller’ under the Act in that it processes ‘personal data’ in which people can be identified 
individually. When data is obtained from data subjects the data controller will ensure, so far as is practicable, 



 

that the data subjects have, or are provided with, or have readily available to them, the following information, 
referred to as the ‘fair processing information’: 
 
• Details of the data that they hold on them. 
• The purposes for which they hold the data. 
• Any third parties to whom the information may be passed. 
 
The School recognises that the DPA covers the collection, storing, editing, retrieving, disclosure, archiving and 
destruction of data and there are eight principles that must be adhered to as well as a number of conditions that 
apply. It recognises that this Act has been extended to apply to paper files as well as electronic data, so the 
principles now apply to records and notes that are kept, for example, in teachers’ mark books. 
 
It is recognised that the Data Protection Principles state that data must be: 
 
• fairly and lawfully processed 
• processed for limited purposes 
• adequate, relevant and not excessive 
• accurate 
• kept no longer than necessary 
• processed in accordance with data subject’s rights 
• secure 
 
In addition, that data must not be transferred to other countries without adequate protection. 
 
Sharing information with children 
 
Problems may arise in providing information held with young children. The guidance is that as soon as children 
are able to understand their rights under the Act, they should exercise these rights on their own. The 
Information Commissioner’s guidance is that children by the age of 12 have sufficient understanding to make 
their own decisions. As a result of this guidance, information will not be shared with children whilst at School. 
 
Safe disposal of information 
	
It is recognised that the School has a legal responsibilities for the personal data which will be on hard disks 
(including things like email and passwords). We know that just deleting files or even formatting the disk is not 
sufficient since widely available software programs can recover some or all of the information. The School 
checks that the organisation to which any equipment may be given will provide a warranty that they also 
securely erase all disks. It is also noted that when the disks contain particularly sensitive information, then the 
industry recommendation is that they should be physically destroyed by fire or smashing them. 

 



 

Appendix One 

E-Safety Audit 
 

The school has an e-Safety Policy.   YES 

 

The Policy was agreed by governors:                                                                     YES 

The Policy is available for staff                                                                              YES 

And for parents at                                      Via Focus and summary on school website 

The Designated Child Protection Coordinator is                                   Head teacher 

The e-Safety Coordinator is                                   ICT Co-ordinator and  Head teacher 

How is e-Safety training provided?                          Staff meetings and LA training 

All staff sign an Acceptable ICT Use Agreement on appointment.   YES 

Parents sign and return an agreement that their child will comply with the 
school Acceptable ICT Use statement.   

YES 

Rules for Responsible Use have been set for children:   YES 

These Rules are displayed in all rooms with computers. YES 

Internet access is provided by an approved educational Internet service 
provider and complies with DfES requirements for safe and secure access.   

YES 

An ICT security audit has been initiated by E Safety Co-ordinator and H and 
S Governors, using external expertise when necessary.   

YES 

School personal data is collected, stored and used according to the principles 
of the Data Protection Act.   

YES 

  

 

 



 

Appendix Two 
 

Glossary of Terms 

TERM DEFINITION 

Acceptable Use Policy (AUP) 

 

A policy that a user must agree to abide by in order to gain access to a network or the internet. In the 
school context, it may also cover how other communication devices, such as mobile or camera 
phones, can be used on the school, premises. 

Blog 

A blog, also known as a weblog, is a form of online diary or journal. Blogs contain short or frequently 
updated posts, arranged chronologically with the most recently posted item appearing at the top of 
the page. In addition to text, blogs can contain, photos, images, sound, video, archives and related 
links, and can incorporate comments from visitors. 

Chatroom 

A place where a user can communicate with people more or less instantaneously by typing messages 
which then appear on your computer screen, and are transmitted across the internet to be read by 
everyone else participating in the chat at that time. The conversation continues through the exchange 
of messages. Chat can either be moderated or un-moderated. In the latter case the conversation will 
be completely unsupervised. It is very easy to fake an identity when participating in a chat so be 
especially wary. 

Discussion Forum/ Messageboard 

  

A discussion site on the internet, often focusing on a special theme, where people can post messages 
online using the formats specified by the provider of this service. Some discussion forums require 
registration. 

Some forums contain an archive, which you can use to search for a given topic. Some forums are 
moderated where the administrator of the forum has the right to delete or edit any messages posted. 
or to ban abusive users. 

Email Groups / Mailing List 
Email mailing lists on specific topics that users can subscribe to. Once subscribed the user receives all 
the messages sent to the group and anything the user sends in is similarly distributed. It is mainly 
used to conduct discussions about the topic of the mailing list. 

Filtering A method used to prevent or block users’ access to unsuitable material on the internet. 

Firewall A network security system used to restrict internal and external traffic 

Hacking The process of illegally breaking into someone else’s computer system, breaching the computer’s 
security. 

Information Literacy / Digital 
Literacy 

The ability to locate pertinent information, evaluate its reliability, analyse and synthesise it to 
construct personal meaning and apply it to informed decision making. 

Instant Messaging 

A form of live chat. Generally a user joins a service (most popular is MSN) and then whenever they 
log on to the internet their name will appear in a central register. The user can then be contacted by 
anyone on the register and added to that person’s contact list, although they will, of course, have to 
agree to accept their call. A user’s email address must be known before they can be added to 
someone’s list of contacts. With some of the more popular forms of instant messaging a user can join 
a club and all members of the club are notified when any other member logs on. 

International Mobile Equipment 
Identity (IMEI) 

A unique 15-digit serial number for mobile phones. When a phone is lost or stolen the number can be 
identified as invalid, so rendering the handset useless. It can be found by keying *#06# on your 
phone’s keypad 

Internet Service Provider (ISP) A company providing a connection to the internet and other services, such as browser software, 
email, a helpline, web space and subscriber-only content. 

Newsgroups 
Like an electronic bulletin board where people with common interests can keep in touch and up to 
date. You post to the newsgroup using a newsreader, a basic newsreader is included in Outlook 
Express. Newsgroups can also include video and music files for download.  

Parental Control Software 
Programmes that allow parents or other responsible adults to control various aspects of how a 
particular computer or network might interact with the internet. Some internet service providers offer 
free parental control software to members. 



 

Peer-to-Peer (P2P) 

P2P software allows users to search for files (such as music or videos) in specific folders of other users 
who are connected to the software. And therefore, also allows others to search the user’s specified 
folders. These files are mostly copyrighted material and so illegal to download unless the user already 
owns a legally purchased copy. P2P networks are also littered with viruses. 

Personal Digital Assistant (PDA) A small, mobile, handheld device that provides computing and information storage/retrieval 
capabilities, and possibly phone facilities too. 

Podcast 
An audio file which can contain music, speaking or a mixture of the two. Can be made by anyone from 
large companies like the BBC to non-professional individuals. They can be downloaded and played 
through iTunes or on an iPod. 

Pop-Up 
A new window that opens on top of the active internet browser window. This window does not usually 
contain it’s own web address, however in some cases it can do. Pop-ups that open without the user’s 
request usually contain advertisements. Pop-up blockers are available as part of most browsers. 

Social Networking Sites 

Sites such as myspace or bebo which allow users to create an online profile that others can then 
search for and ask for permission to add that person to their list of friends. The online profile would 
usually include a photo, the user’s age, gender, hometown and a list of their hobbies/favourite things. 
The user can also post a blog, music and video on their page. People on the user’s friend list are 
allowed to send messages, leave comments or contact the user through instant messaging services. 

Spam Unsolicited junk email. The term is also used to describe junk text messages received via mobile 
phones. A related term SPIM (or spIM), describes receiving spam via instant messaging. 

Spoofing 

Assuming the identity of someone else, using an email address either guessed or harvested from 
repositories of valid email addresses (such as the address book of a virus-infected computer). 
Spoofing is typically practised to veil the source of virus-laden emails, or, often, to obtain sensitive 
information from spam recipients, without revealing the source of the spammers.  

URL An abbreviation for uniform resource locator, another way of saying address. 

Virus 
A computer program that enters a computer, often via email, and carries out a malicious act. A virus 
in a computer can corrupt or wipe all information in the hard drive, including the system software. All 
users are advised to guard against this by installing anti-virus software. 

Webcam 
A webcam is a camera connected to a computer that is connected to the internet. A live picture is 
uploaded to a website from the camera at regular intervals, typically every few minutes. By looking at 
the website you can see what the camera sees – almost as it happens.  
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Appendix 4 
 
Acceptable use posters as used in KS 1 and KS2 classrooms. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 



 

 


